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Online Doxing and In Person Harassment of Private Sector and Unifed States Government Individuals

FBI Houston. in coordination with InfraGard, Houston Police Department, Houston Regional Intelligence
Service Center. and the FBI's Office of Private Sector (OPS). prepared this LIR to inform private sector and
law enforcement partners of in-person and online doxing®. potentially putting private sector, local, state and
federal government individuals at risk of cyber-stalking. Victims of the online doxing are located in cities
and states such as Houston. Texas. Los Angeles, California. New York, New York. Washington, DC,
Boston, Massachusetts. Arizona, Colorado. and Florida. An online website is calling for its members to
begin doxing more victims in other cities and states. The online doxing is publically posted and includes
personal information such as residential address, telephone and email. property value, and employer
information associated with board members in the private sector. as well as state, local. and federal
officials.

In one city, in-person harassment included hand delivered cease and desist letters® to victims’ (e.g. private
sector stakeholders associated with InfraGard, Office of Emergency Management personnel, and federal
government executives), residential address and place of employment as well as fliers® distributed to
neighbors accusing the victim of involvement in “gangstalking.”

According to the website, "gangstalking” is the practice of attacking civilians with psychological torture
techniques, including stalking, harassment. and intimidation.” The website identifies personally identifiable
information (PII) through publicly available sources, such as county housing appraisal and tax records,
veripages.com, and zabasearch.com. Based on a review of statements made on the website. the site lists
over 100 “targeted individual” websites in the United States and foreign countries. The actor’s activity
includes mining the Internet for PII from social media platforms. public databases for addresses, and
websites which contain resumes. The actors used the information to conduct online doxing against
individuals associated with the FBIL. DHS Fusion Centers, and InfraGard: however, in one city targeted by
the actors. the activity was followed by in-person, physical targeting and harassment of public-private
individuals.

Protecting Your PII in the Digital Age
The FBI suggests use of good cyber hygiene, such as reputable antivirus, malware software, firewall, and
personal computer use practices to include:
e Be aware of public records, such as tax and housing appraisal records

2 Doxing is a common practice among hackers in which a hacker publicly releases identifying information of a victim including
full name, date of birth, address and pictures. Information used in doxing may be obtained from filtrated data, or doxing can
occur by collecting and assembling accessible information and disseminating it to the public.

b5 5ee Appendix A: Copy of Cease and Desist Letter Delivered to Private Residences

* 5ee Appendix B: Copy of Flier Delivered to Private Residences and Neighbors of Victims

Page 1 of 6
Limited Disclosure, Restricted to the Community

.



TLP:GREEN

OFFICE

)} PRIVATE SECTOR

Li4isoN INFORMATION REPORT (LIR)

¢ Remove your name from people search lists and personal information about you or family
members
Create multiple usernames and email addresses
Change passwords often and use strong passwords mixing letters, numbers, and symbols; do not
reuse passwords for multiple accounts

e Monitor online personal information, including what others post about you on social networking

sites

Be aware of data sharing and sites that sell your personal information

Monitor credit reports

Use multi-factor authentication

Be careful when giving out personal contact information and do not reuse passwords for multiple

accounts

e Increase social network privacy settings, such as disable public visibility of your social media
accounts

Indicators of online doxers identified as “targeted individuals®” threatening their victims include and are
not limited to the documented activities listed below.

¢ Disseminating fliers and/or a cease and desist letter accusing them of “attacking civilians with
psychological torture techniques,” taped to the door of their private residence, and posted online

o Hand-delivering to neighboring residences conspiracy letters stating their neighbors were federal
government employees, alleging involvement in criminal activity. questioning how federal
government personnel could afford their homes on government salaries and listing their address
and open source tax appraisal value of their home

o Hand delivering letters to their victims residential mailbox

e Delivering package(s) addressed to victim(s) at their place of employment with a return address to
“TargetedJustice”

¢ Disseminating doxing email(s) entitled “Cease & Desist letter,” alleging the identified executives
were engaging in “gangstalking,” and/or an email “demand[ing] an explanation for these activities
and compensation for pain, suffering, and illegal torture”

4 Targeted Individuals are a group of people that organize around the conviction they are victims of a sprawling conspiracy to
conduct continuous physical and electronic surveillance, illegally harass them with torture, mind-controlled weapons and a
low frequency of electromagnetic waves, causing them to experience psychotic symptoms. They allege they are being
“gangstalked” by several entities to include the government, financial elite, aliens, their neighbors, freemasons or a
combination of any of these groups.
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Hearing the following key words or phrases suggest you are likely dealing with a person who self
identifies as a doxer /“targeted individual” If you encounter such an individual, and you feel threatened
call 911.

“Target Justice”

“Targeted Individual”

“TP

“GangStalking”

“Organized Gangstalking,”

“Voice-to-skull technology” (V2K)

“Directed-Energy Weapons” (DEW)

References to Racketeering Influenced and Corrupt Organizations (RICO), the Geneva
Convention and human trafficking

If any fliers or packages containing a cease and desist letter are received by email. mail and/or in-person
delivery. report the activity to your local security office, local law enforcement and/or the FBI. Suspicious
emails can be reported to www.IC3.gov.

This LIR was disseminated from OPS’s Information Sharing and Analysis Unit. Direct any requests and
questions to your FBI Private Sector Coordinator at your local FBI Field Office:
https://www.ibi.gov/contact-us/field-offices.
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